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Abstract

Malware represents one of the most prevalent threats to cyber security and is increasingly able to cpeevimesiystandardized
detection mitigation, and characterization techniqu&khough nev methods for combating malware have been develapisdstill
difficult to communicate and share useful informatiiamnered through these techniques wittasabiguity and corresponding data loss.

To close this significant gap in malwaseented commuigation,this papeintroduces and defineslanguage for characterizing malware
based on its behaviors, artifacts, and attack patterns.
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i actions that it performs. Such information can not only be used for
1. Introduction malware detection but also for assessing thegerad the malware

Malicious software, or malware, has been around in one form orig pursuing and the corresponding threat that it represents.

another since the advent of the first PC virus in 1971. In its

various forms, from spyware to rootkits, it is presently responsible The rest of the paper is struoéd as follows. In Section 2, we lay

for a host of illicit activities, ranging from the vast maétprof out the history and major factors leading up to this work. Section

spam email distribution through botnets [1], to the theft of 3 describes our objectives for this projedection 4 briefly covers

sensitive information via targeted social engineering attacks [2]. the scope of our proposed langualgeSection5, we discuss the

Effectively an autonomous agent operating on behalf of the highlevel detas of the MAEC framework. Sectiod describesa

attacker, malware has the ability to perform any action cepzbl MAEC test case involving the characterization of a real malware

being expressed in code and represents a prodigious threat tinstancel n Secti on 7, we cover MAECDH®H s

cyber secrity. MITRE standards. &tion8 details a number dfIAEC use cases

The protection of computer systems from malware is therefore Finally, sectior® discussgs a number of issues and challenges that

currently one of the most jportant information security concerns W€ have foreseen relating to the development of MAES.
glossary of commonlysedterms can be found at the end of the

for organizations and individuals, since epva single malware X . ) . S
infection can result in damaged systems and compromised datadocumentn Appendix A(with terms being used for the first time
highlighted in italics), while the full MAEC characterization

Being disconnected from a computer network does not completely : . . . ;
mitigate this risk of infection, as exemplified by the recent wave described in Section 6 can be found in Appendix B.
of malware that utilizes USB as a vector [85 such, the main

focus of a large number of antialware efforts to data has been 2. BaCkg round

on preventing damaging effects through early detection. 2.1 Malware ldentification & Naming
There are currently several common methods utilized for malware Viruses and other malware are commonly identified by AV
detection, based mainly on physical signatures aguaristics. product vendors and others using the Computer -Wnis

These methods are effective in terms of their narrow scope, Résearber Organization (CARO) naming scheme [14], first
although they have their own individual drawbacks, such as the@dopted in 1991. Although the value of knowing the specific

fact that signaturedo not scale and are therefaresuitable for ~ Malware threat that one is dealing with is significant, the fact
dealing with zereday, targeted, polymorphic, and otHerms of remains that the CARO naming scheme is not an official standard

emerging malware. Similarly, heuristic detection may be able to @nd is not applié consistently among its adopters. As a result, it is
generically detect certain types of malware while missing those often the case that a single malware instance has multiple,

that it does not have patterns defined for, such as kvl disparate CAR@based identifiers thus furthering confusion
rootkits. These methods, while still useful, sahbe exclusively regarding malware identity and subsequently reducing the value
relied upon to deal with the current influx of malware. of the identifier.

A large part of the problem with a system like the one created by
CARO is that it attempts to encode malware attributes as part of
the identifier [15]. It is very difficult to include all of the
important information regarding a malware instance inside its
identifier without making the identifier too large and cumbersome
Jo effectively utilize. Likewise, there is no way of determining
which critical attributes should be present in the identifier and
which to leave out, as certain attributes are relevagttontertain
parties. It appeared that a better solution would be the use of
standardized, neattribute based malware identifiers.

The lack of such a standard means that there is no clear metho% 2 CME

for communicating the specific malware attributes detected in =
mdware by the aforementioned analyses, nor for enumerating its . ; '
fundamental composition. Several major problems result from Enumeration effort. The goal of CME was to provide single
this, including norinteroperable and disparate malware reporting common |dentn‘|ers for_ new apd prevalent virus threats, in order to
between organizations, disjointed or inaccurate malware reduce publlc_ confusion during malwa_re incidents. Like other
attribution, the duplication of malware analysis efforts, increased MITRE security standards efforts, the intent was to collaborate

diffi culty in determining the severity of a malware threat, and a With industry and develop a consensuinted aproach. Ths
greater period of time between mvake infection and community effort was not an attempt to replace the vendor names

detection/response, among others. used for viruses and other forms of malware, but rather was

More modern methods for detecting and combating malware often
rely on the characterization of malweattributesand behaviors
[6-9]. Such behaviors and attributes are commatigcovered
through the use of staticl(] and dynamic [1] analysis
techniques. The combination of the two allows for an
encompassing profile of malware to be constructed based upon it
disassembly and observed +time behavior. Yet, such
techniques are hampered by the +odstence of a widely
accepted standard for unambiguously characterizing malware.

In the fall of 2004, MITRE began work on the Common Malware

On this basis, it is clear that a siand for describing malware in
terms of itsattack pattern$12], artifacts, and actions is needed to
address such issues and allow for the clear communication of the w32/Mywife.d@MMIM24.

information gained using static and dynamic analydikisis the http://vil.nai.com/vil/content/v138027.htm

approach being taken by tivalware Atribute Enumeration and

Characterization (MAEC) efforiThe characterization of malware  \w32. Blackmal.E@mm.

using such abstract patterns offers a wide range of benefits ovehttp://www.symantec.com/security _response/writeup.jsp?docid=2
the usage of physical signatures. Namely, it allows for the 006011712253799

accurate encoding of how malwaoperates and the specific
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intended to facilitate a shared, neutral indexing capability for single use cas@amely attempting to devab a legally defensible

malware. definition of malware. This was driven by the desire to control the
In the first quarter of 2005 an initial capability wasa up. Ant b ns tall ?‘t ton of sp yfwa[ e and @ dl v;/a
virus vendors submitted malware samples to a submission servel! S' N9 the concept 0 Apotentia )

discussion in a more neutral setting.talking to members of the
researchers and MITRE engineerdpcided when a CME security community imolved with malware, we saw the need to

identifier should be generated, and the CME team identified theb roa den t_ h e Ma ! war e Wor kin 9 Group
mapping beween this sample and vendor names and created theorowde greater uniformity in reporting malware, standardize the
content for the CME web site. For a period of time, CME seemed ;esu::t)s of mglwar(_eb_analys(ljs, and papt the dﬁvglopment 0(;

to fulfill its purpose, with identifiers being issued for prevalent atabases  describing adversary teac techniques, an

with some metadata, the CME Boarg¢omposed of AV

malare incidents, and likewise being referenced pimpular procedures.
reporting abat such malware [7]. 3 Objectives
2.3 Malware 2.0 3.1 Non-signature Malware Characterization

In early 2007, it was becoming readily apparent that a paradigm;, der t his broader conce pt MAE C &
shift was taking place in tgrms of new malyvare releases. Instead, standard method of characterizing malware dasa i,ts

of a small number of widely targeted, interspersed malware pepayiors, artifacts, and attack patterns. This wibvalfor the

instances, there was a pronounmdve towards a large V?'”me description andidentification of malware based on distinct

of narrowly targeted, highigelated malware [4]. Accordingly, — paiterns of attributes rather than agsinmetadata entity (which is

this influx of shorilived malware [5] served to circumvent o method commonly employedsignaturebased étection).

signaturebased detection techniques through its sheer volume. . ) ) ]
Characterizing malwaresing a standardized methochist a new

concept; however, the primary measfsdoing so are still rooted

in the development of some form of signature (e.g. physical,

functional, etc.)and are narrow in scop®n the otlkr handmore

It was therefore not surprising to see weale detection becoming
increasingly reliant on heuristics and other ssgnature based
techniquesZ0Q]. As such, the use & samplebased approach for
mappkljrllg vendorhname§ tOII u_glquzla‘CdME |de|\r,1vt|f|ers was no longer yeailedcharacterizations that exist tendriy on narrative text

sensible for  heuristicallyi entlflg maware mstances, to describe theutputsof dynamic and static analysis.

Consequently, the last CME ID issued was assigned to the R o

mal ware instance commonly ref dMAELH St of AGU T h @ Nij shaked Ristaciguaptian a g f ¢
the CMErelated efforts were trari@ned to supporting the  Provides several capabilities that the aforementionetthode do

DHS/DoD/NIST Software Assurance Malware Working Group. not possess. Th_ ese capab i_ l'ities s
domainspecific language, with an encompassing and

unambiguous vocabulary and grammar. Such a vocabulary and
grammar will provide the means for standardizhdracterization

and communication of any malware attributes, and will therefore
enable the following capabilities.

Basel onthe changing malware landscaped our experiences
with CME, it became clear that a formal language was needed for
communicating the fundamental characteristicb malware.
Describing malware in such a fashion would mitigate the
challenges posed rmoring and obfuscationtechniqueswhich
hinder the development of physical signature and heuristics. 3.1.1 Malware Grouping

Likewise, it would allow for improved malware detection and By identifying the distinct attributes present in malware instances,
mitigation by way of providing a common format for relating any the similarity of two or more malware samples can be gauged. In
information garnered througmalysis or observation this fashion, malware with the same attributes can be grouped

2 4 DHS/DoD/NIST Malware Working Group Foget_her. This will p_ermlt accurat_assomatlonof functionaly

. . identical polymorphic/metamorphicmalware samples, and
Shortly after the issuance of the last CMEerearIy_ 2007 the therefore help eliminate the duplication of analysis efforts.
DHS/DoD/NIST Software Assurance Mare Working Group
was stood up with representatives from MITRE and the-8pt# Similarly, such characterization enables the description of
ware Coalition(ASC) as cechairs. The Malware Working Group ~ malware variants based on small differences. This permits the

was created to develop a framework of descriptive attributes of partitioning d malware instances based on shared and unique
malware in order to: attributes.Malware families and their variants cémereforebe

identified by defining thébase group oéttributes common to a

A Improve communication by characterizing patterns family, as explained i8.3

(attributes and behaviors) to idi#n and describe

malwaretypesand instaces o 3.1.2 Blended Malware Threat Description
A Enable users to make informed decisions, i.e., lead o an increasingnumber of malware instances have characteristics
more stringent user acdepce criteria if potentially that can be ascribed to multiggesof malware[13]. Currently,

malicious code is to be installed with user knowledge  no common method exists for communicating that these instances
A~ Enable legal definitions of malware, spyware, adware  ghare these normally separate characteristics; insteeg,are

A Provide objective criteria faant-malware tool simply typed based ontheir perceived dominant attributes.
assessments However, such blended malware threats can be accurately
25 MAEC described on the basis of their constituent attributes, thereby

This work by the Software Assurance Working Group laid the eliminating any confusion as to their true function

foundation for the Malware Attribute Enumeration and
Characterization (MAECgffort, with the initialfocusbeingon a



3.1.3 Mitigation of Armoring Techniques MAEC should enable accurate and unambiguous malware
Attribute and behavioral based malware characterization will also Pedigree tracking.

mitigate the challenges posed pglymorphism metamorphism 3.4 Legal Malware Definitions
encryption, packing, and other obfusoa and armoring M.A ECH s enumer ati on o f mal war e

techniques.These techniques focus on circumventing specific corresponding engdoals will permit the establishment of the

detection métods through various means; however, the core behaviors and attributes that have been commonly observed as

functionality, or semantics, of a malware instance will always - - ; .
o . . belonging to malicious software. Along with further analysis of
remain intact, and can therefore be characterized based on its_ .~ Co .
individual malware sapies, this will enable the creation of legal

attributes. .

definitions of malware.
3.2 Unambiguous Malware Typing _ Forexample,back p software that copies f
In general, classifying an object based some predefined disk to an offsite web server is typically classified as benign if it

category is often useful for conducting systematic studies. For thisjs installed by the user and the aforementioned actions are
reason, malware has been binned into types since its emergence grformed at the behest of the usé program that performs the

a serious security threat. However, without a standardized formatsame actions can be classified as malicious if it is intended to steal
for accurately identifying the charagistics that define these files by being installed and executed transparently, without the
aforementioned malware types, such typing has been fairly guthorization and permission of the user. Thus, in this second
arbitrary and inconsistent. As a result, this has lead to confusioncase, transparency @fsetion and noruser initiated execution
about what exactly a malware type entails, and has subsequentlyre the attributes that ifentiate benign versus malicious intent,
diminished the value of malware typing. and these important attributes would belided in the MAEC
This topdown, treestructured approach to malware typing is also Ccharacterization of the program.

not appropriate for the description of blended malware threats, asHowever, the majority of software behaviors canctessified as
detailed in Section 3.1.2. Having such a fixed tree for typing peing either benign or malicious, with the context of their use
works only if the malware instance being typed contaitiibates quite often being the sole differentiator between the two. A
that are representative of a single malware type; however, onceprogram, with the same exact MAEC characterization as the
the malware contains attributes that may belong to two or moremalicious example deribed above, could also be usedtfenign
malware types, such a tree will fail to accurately classify the reasons by a system administrator to bagk a user 6s s\
malware. without the userds knowledge.

Likewise, such inaccurate and ambiguous typimgthods can be  Clearly, MAEC could be used to define the groups of behaviors
problematic in conjunction with heuristic malware detection, and attributes that have tpetentialto be malicious based on past
where a generic malware type is reported instead of an exactopservation. If a behavior has been observed pieltimes in
malware instance. Since this reported malware type is informationmalware and has been identified as being consistently used for
that can be used for threat assessment and responiseorrectly  information theft, chances are that any other program that
reported type may lead to an inadequate response and augmenteghplements that same behavior is malig too, as long as it
damaging effects. For example, a heuristic engine that incorrectlyimplements the other known malicious behaviors. However, the
classifies a network worm as a trojan based on faulty typing may concrete establishment of the intent of a piece of software based
delay the normal quarantine operation that ra@ypart of an  on its attributes and behaviors is a complex problem and one that

organi zationds response t o nejdoutside khe stope ofMAECR N d l ead to further
infections.

Therefore, dugo the fact that the various types of malwaréhie 4. SCODG

wild have distinct sets of shared attribytese aim of MAEC is to MAEC is being developed as a language for addressing all known
permitempiricaland urambiguais malware typing based on these types, variants and manifestations of malware. Although initial
attributes. To accomplish this, a large sample set of malware work focuses on supporting the characterization of the most
would be characterized using MAEC. Afterwards, the malware commonly discussed types of malware (such as, -tyve
instances that share a predefined number of certain types ef highdownloaders, tjans, worms, kernel rootkits, etc.), MAEC will be
level attributes (i.e. mechanismspuld be grouped together; each applicable to the characterizing of any of the more esoteric
such group would therefore represent a malware type. While theremalware types. This can range from malware that is currently only
is likely to be some level of overlap when composing such a proofof-concept, such as a hypervisor rootkit, to firmware and
groupings, giving priority to certain shared attributes for tie malware intrauced into a product through its development
breaks should eliminate most such iaps. activities and components, tools and library sumgblgin.

3.3 Improved Malware Pedigree Tracking Accordingly, MAEC is intended to standardize malware
As with malware typing, the usage of MAEC in describing characterization and communication, and subsequently provide

malware instances will permit the identification of the minimum the wuj_er security community W'.th a efal plz_itform for

set oflower-level attributes(i.e. actions and behavioregcessary ponductmg and integrating the|r_ a*"“?'Ware operations. .MAEC
and sufficient for chaderizing a particular malware family. This is not meant to supply unique identifiers for_ malwarg instances,
will enable the accurate identification of new instances of existing nor subsume the _work done by_the AV industry in creating
malware families through the comparison of their MAEC malware detection mechanisms and -anddware
characterized attributes with the unique set of attributes specific gocountemeasures.

a malware family.Such identification will also facilitate the

identification of code sharing across familids. this manner,



5. Proposed Framework 5.1.1 Lowlevel Attributes

As a language and format for attribitased malware At its lowestlevel, MAEC will describe attributetted to the basic

characterization, MAECbAs cor e upcjongiity qndplewevel; qperatiqn jof malwateThis .Cany | a r y,

grammar, and form of standardized output (Figure 1, below). include observableentities such as system state changes (e.g. the
insertion of a registry key), as well as any features extracted

Schema Cluster through the disassembly of malicious binaries (e.g. specific
Namespaces <element 1> <element 2> assembly ipstruction;)Therefqre, Iiker.sources of such da.ta
Relationships ™| <Jelement1> | </element 2> include static analysis,dynamic analysis of malware binaries
Properties throughsandboxesetwork anchostbased IDS, and IPS.
\_ (Grammar) J \_ (Output Format) ) . . . . .
'y The specific level of @verage and its composition at this level is
MEC still an open issue. There are certainly MAEC-oases relating
to the characterization of assembly code and other features
: specific to static malware analysis. It would likewise be useful to
Enumerations have the abilityd describe the algorithms employed by malware
High-level Taxonomy and the nature of their operation. However, it may make the most

Mid-level Behaviors

sense to enumerate and support such attributes at the mid,
behavioral leveldefined in the next section

Low-level Attributes
Metadata
\ (Vocabulary) J As the community defines MAEC, the enaration and definition
Figure 1: MAEC Overvi ew c_>f these Iovﬂevel _attribut_eswill need to be done_first, as thi_s will
) o likely make it easieto gain consensus on the ni@lel behaviors.
The enumerated vocabulary is composed of three distinct levels ofit \would also be useful to leverage the work performed by the

mal ware attributes, as well asggpys My p&bdilgaformat WAEENGingTértlie ma 1
effectively a grammar and defines the structure of the enumeratedypes of lowlevel malware attributesnd metadata

elements and the relationships between them. FinallyitkeC ] )
cluster is a standardized format for the output of any MAEC 5.1.2 Mid-level Behaviors
characterized data. At the middle tier, MAECG s | a ralgswaat ghe wi ||

A : aforementioned lovlevel attributesfor the purpose of defining
Et.litsMhAe\aE ?ASE(S: wiIIEbQ goﬁggzggﬁhtre:tigrs of mid-level behaviors.The definition of such behaviors gives

- i ; ) insight into the consequences of the actions performed by the low
enumerations of malware attributes (Figure 2, below). B®th o] atributes, and allows a hightavel representation of these
will consist of a finte number of attributes and will likely

. ) . actions to be constructed
decompose intanultiple levels of abstractioior more accurate
malware characterization. Since software can only perform the For instance, the description of a regidtey created or modified
actions that can be achieved through execution of fithiee by malwareis a fairly abstract bit of data that can be useful for
instructions provided by thendet yi ng syst emds deteatian puposeHowever,$t elaes ngtrovideany insight into
Architecture (ISA),and because these instructions consequently whythe malware created or manipulated the registry entry. Such a
have a fixed number of argumenitsfollows that these attributes  registry entry could have many possible uses, including being
are finite and enumerable. Thereforb] A E C éesumerated used to esure that the malware gets executed at systemugiart
attributes will include the detad actions and behaviors or as a simple flag to indicate that the system has been bhfecte
performed by the software, agll as the mechanisms that these Including the necessary components for characterizing such mid

actions and behaviors serve to implement level behaviors in the MAEC language will allow for the accurate
. description of the intent or goal behind system state chaamygks
e R e other lowlevel malware attributes
¢ ¢ ¢ ¢ ¢ Since these midevel kehaviors serve to connect the tiers of the
low-level attributes and higkevel taxonomy, and are the least
well-defined of the three (representing consequences rather than
i i i ¢ distinct attributes or mechanisms), this enumeration will likely be
Low-level Attributes ~4——— the most difficlt to construct and gain consensus on. This
. L development process will likely be iterative and require many
Figure 2: MAEC's Tiers of Enumerated Elements passes in order to accurately cement the relationship between

MAEC's ability to communicate higfidelity information about these behaviors, the lelevel attributes that they abstract, and the
malware will be directly tied into its ability to accurately high-level taxonory that directly references them from above.
characterize the numerous types of malware in existence, as Welb .

as those created in the future. Therefore, at a minimum, MAEC 2-1.3 High-level Taxonomy

must be able to deribe any lowlevel actions perfornt by At the more conceptual and high |
malware. However, its utility would be sigriéintly degraded ifit  allow for the construction of a taxonomy that abstracts clusters of

did not also have the ability to group such information into Mid-level malware behaviors based upon the achievement of a

higherlevel representations of malware behavior. higher order classification or grouping. We envision that such a
taxonomy will have views (i.e. unique layouts) intended for
different target audiences for instance, forensic analysts may



only be interested in looking aibservablemalware payload namely the insertion of a registry key, and a specifin3% API
behaviags, etc. functi on cal |, through t he 6co

To expound upon the example given for the ikl behaviors relationship.

(Section 5.1.2)ensuring that malware is executed at atgris a The schema will be used to define relationships beyond those
behavior that is typically part of persistencemechanism. This di ct at ed i n-laybt/hier@réhy. Fdr nstamee, a high
behavior is often accompanied by thestantiationof a binary level mechanism could make use of multifdeerally associated
copy of the malwaren the local machine Ther ef or e, MdieveleRga®sss In this case, the schema will provide the
top-level taxonomy, these two midvel béaviors would be means for correctly defining this lateral relationship. There may

defined as belonging to the class of persistence mechanism. be multiple ways of defining such relationships, but only one
- ) should be specified in the schema, in order to ensonerence
Once MA E-{@dbbehaniods have been defined, the MAEC petween MAEC characterizations.

community will be in a psition to begin the process of creating K . h . d . . .
the highlevel taxonomy and constructing the apprate and Li ewrse, the stze an parti t toni
open issue. It is likely that a single, complete MAEC schema will

necessary behavioral linkages. Accordingly, it would be useful to o . Y
y g gy be of substantial size and complexity, thus making it difficult to

leverage the work done on defining categories of Heghl . . . .
malware mechanismssuch as thaperformed byS ANS 8 | n t §3agceffedively utilize. As such, this would compromise the

Storm Center19]. Some of these mechanisms we have described adoptlon. of MAI.EC by analysts and r.ese.archers due fo its
using our own definitions (Appendix A.II). substantial learning curve and unwieldiness. Therefore,

partitioning the MAEC schema into multiple sabhemasbased
5.1.4 Metadata on use case, is a possible $won; however, this is another

In order to include all pertinent information regarding malware decision that is best made using input from the greater

and to fully describ the common actions of malware and the community.

rationale behind them, MAEC will characterize wate The mechanisms for defining temporal relationships in malware
appropriate metadata. This can range from metadata associateiouldal so be established as part of
with malware behaviors, like the transparency of the insertion pe particularly useful for desbing malware that lies dormant
mechaism used, to the more commtypes of metadata that are  pefore executing its payload, or performs some actions in a
associated with malware artifacts such as file hashes. Howeverepeating sequence, and would permit the accurate identification

defining the exact nature of malwarelated metadata is an open  of where an active malware instance is in terms of its execution
question, and one that is best answered with the involvement offjgy.

he larger ri mmunity. . . .
the larger security community Consequently, at a minimumthe schema will define the

5.2 The MAEC Schema following elements.

MAECo6s enumerations of behavi5@rlsNamespacest her attributes are
necessary for the est@hment of a vocabulary for characterizing Namespaces in MAECG6s schema wil!.|
malware. Therefore, the primary intent of MAEC's schesnto the behaviors, mechanisms, and other maelated

define asyntax for this vocabulantLikewise, the schema serves enumer at ed attributes o-tlefinddAE CO s
to create an interchange format for the MAEC language, and canclasses. Where applicableamespaces will follow those utilized

also be utilized as a baseline for the creation of malware by relevant Making Secity Measurable (MSM) standardsee
repositories or intermediate format for the sharing of information Section 7 below)

between repositories. 5.2.2 Properties

MAECOG s schema wi || contain a g
applicable to malware attributes and namespaces, with specific
propertiesfor behaviors. This can encompass things like the
number of times a behavior occurs, whether it is the child or
parent of another behavior, etc.

5.2.3 Relationships

MAECG6s schema willdl include an e
defining the potentially multidirecional relationships among
namespaces. For example, members of the namespace -of mid

level behaviors can be c@msed of multiple members of the low

level attributes, while members of the kdevel namespace can be
associated with (but not composed of)ly a single membeof

the midlevel behavior namespace.

Figure 3: Example of Structure | mEarthaMAEC'Qustef MAECOSs

Schema The MAEC cluster (Figure 4, below) represents a standard output

An example of several very si fopnhtioSMAEC, withehe purpose fsshconmpassirg larey tset A E C 6
schema would impart is shown in Figure 3, above. Here, the attributes obtained from the characterization of a wagg
schema defines (through t hp 0 lnstanddi Théreforee it Bik bervey asoar ddntainer lardt transpors

that the higHevel selfdefense mechanism has an associated mid mechanism for use in storing and subsequently sharing any

level behavior of disabling a security service. This behavior, in MAEC-characterized information. A MAEC cluster could be used

turn, is defined as being composed of two -lewel attributes, to describe anything from a particular insertion method

Self-defense

hasMidLevelBehavior

Disable Security Service

composedOfLowLevelAttribute composedOfLowLevelAttribute




(composed of several lowlevel attributes and mitkvel does not implement any particularly novel mechanisms, it
behaviors), to all of the attributes of a malware instance, to therepresents a highly complex, blended threat thatesaise of a
key behaviors common to an entire malware family. variety of attackvectors There are also multiple variants of
/ﬁ Conficker in existence, and its multiple layers of obfuscation and

selfdefense have made it one of the more difficult malware
.| <element 1> instances to analyze
MAEC </element 1> In terms of malware instange€onficker represents a bit of an
<element 2> anomaly in that it was heavily analyzed and studied by the
1 </element 2> security and am_malv_vare cor_nmunltu_es. As such, _there is a large
CIUSter / amount of detailed information available about its structure and
- <element 3> internal mechanisms. This is ¢y the reason that we chose
#| </element 3> Conficker as a test case for MAEC and a sanity check for how its

threetiered framework deals with real malware, as havhmese

rich source of information regardinghe malware attributes and
Figure 4: MAEC Cluster Overview behaviorsof a particular malwar family would permit us to make

) a more accurate assessment in this regard.
Although a MAEC cluster will be mostuseful when . : o .
encompassing a set of malware atités with a particular ~ Unlike Conficker, the vast majority of malware instances are not
significance (like the insertion method or family behaviors men 2analyzed to any large degree. Therefore, we recognize that having
tioned above), it is intended to serve as a generic container forthis amount and type of information about a magwastance or a
MAEC-characterized malare data. Therefore, it cae nsed with family is a highly uncommon occurrence. However, our hope was
as little or as much information as desired; any further meaning that the characterization of this unique malware instance would be
beyond the explicit data stored in the cluster is defined by its useful for identifying any questions and/or p_roblems rel_ated to our
producer. current concept of MAEC, while also helgirio determine any

. . critical missing pieces..
An open issue related to the MAEC cluster is how to usefully

incorporate large dataseasmd enumerations MAEC. In many 6.1 Initial Characterization

cases with malware analysis, there will be large volumes of For our first iteration, we used
strings and othestatic dateextracted from malwareéSuch data is [24], and attempted to piece together a full MAEC

useful from both an analysis and detection standpoint, and wouldcharacterization of the Conficker.A variant. Unfortunately, we
therefore be important for inclusion in a MABRIster. However, quicKy discovered that extracting such information from prose

the incorporation of such data along with the MAEC plaintext is a tedious and tinm®nsuming task, and that we would

characterization in a single clusteould geatly impair its require multiple sources in order to construct a more complete
readability Therefore, it may be prudent to store such data in characterization. Therefore, as a starting point, we decided to
another, external MAEC cluster and then referehiesecodary cate@ r i z e Sewdl ddrstrol flow for Conficker.A.

cluster inside the cluster containing the main analysi&\n
auxiliary cluster that uses some other storage method and
referenced by the main MAEC cluster is another possibility.

iAlthough this process was fairly straightforward, due to the
Selative simplicity of the control flow, it brought up an interesting
i ssue. The cont r oeldvel dttliboteséasd midi x i n g
5.3.1 Output Format level bédaviors made it difficult in some cases to accurately
identify the boundaries between the highiel mechanisms being
employed. This is because it is hard to judge the purpose ofa low

<behavior id=1»

<level>mia</levels l evel attribute (for instance #dc
<type>reconnaissance</type> directond) wi t hout any accompanying i
<3ubtyperkeyboardChesk</subtype> T . . . . .
<atcributess it is not possible to link a loMevel action with the higtevel
< languageChecked> language : ukrainian</ languageCheckeds meChanlsm It belongs to WIthOU'[ knOW|ng ItS fUI’lC'[IOﬂ
<successConditionrexecution:stop</successConditions
</at’t’rlbzi:;iurecandlt1Dn>ExEcut1nn:znnt1nuE<.ffa1lurECnnd1t1nn> Of course’ |t |S Un|lke|y that every al’la|ySIS Wl” have a Clear |Il’l|(
</behaviors between lowlevel attributes and mitbvel behaviors. Likewise,
. . . . not all users of MAEC will require such information. Therefore,
Figure 5: Notional MAEC Cluster i XML Representation this reiterated the notion that MAEC must be flexible enough to

As shown in Figure 5 above (intended only to illustrate a possible characterize malware using any information that happens to be
form of MAEC XML output), MAEC will initially support XML available.

as a data interchange forngate to its ubiquity and propensity for 6.2 Second Characterization

being humarreadhble as well as machirensumable. In the . .
future, it is likely that MAEC will support Resource Description For our second characterization, we stayed closer to our original

Framework (RDF) as well as JavaScript Object Notation (JSON) intent to gain a broader sense of how MAEC might be applied.
and other such lightweight formats. Accordingly, we utilized multiple data sources {26] in order to

have a diverse set of information to nkawith that would permit
the construction of a more complete characterization. This time

6. Characterization Test Case around, we decided to focus on the second variant of Conficker

The computerworm best knowmna s fi C o rfifktiagp&aeed 0 seen in the wild, commonly refer
the wild in November 2008, and has since been responsible for theyariant includes a number of interestingechanisms and
creation of a sizabl®otnet[23]. Although this malware family behaviors not present in Conficker.A, such asdeténse.
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Our process for this Conficker.B characterization consisted of two greater detail for the construction of accurate malware
steps; first, we binned any attributes into the bottom two MAEC characterizations to be fully opeiag.

tiers (for the sake of simplicity we focused ooly observables at .

the low leveli see Section 6.2.1.1 for further discussion) Next, 6.2.1.1 Attributes

we attempted to link the milével behaviors as closely as possible We fir ?‘.t no t 1 ce d th a}t the .l evel |

with a highlevel mechanism from our peefined set (Appendix must_ be explicitly defined in ordgr for attributes to be_blnned _

All). u_nlquely. _For |ns_tar_1ce, in Figul
. ) o binned as a lovievel attribute; howevethis attribute could also

Overall, this bottorup approachwas fairly intuitive. By have a number of commands/API calls associated with it, thereby

explicitly specifying the action performed by each itewel actually making it a midevel behavior (i.e. the purpose behind

attribute (e.g., create, execute, modify, etc.), along with the objectthe commands/API calls). In this case, such information was not
that it was performed on, we were able to better define and groupayailable in the analyses that weliatid, so we decided to make

the midlevel behaviors. Of coee, this is based on the this a lowlevel attribute associated with a britece attack
assumption that such behavioral information was present in thepehavior: such cases of ambiguity must be properly addressed and
analysis. resolved during the continued development of MAEC.

Figure 5, below, shows the r egudashodifdverdd hat lolsvel aibuteBdh encolfpaisthierws Fi |
Sharing propagation mechanism being characterized in this than pure observables, as they can refer to changes of state,
manner. Here, downward arrows syribe the logical  transient behaviors, and other features discovered through

progression of the mechani s mgralysi® XRilE Wé hal Briginall} Baken tRiitd &ebunt! dun e s
symbolize conditional elements that must be met for the executioninitial concept of MAEC made mention only of observabltor

to continue. Our complete characterization of Conficker.B done in the sake of simplicity. Now that we had rearld data to

this fashion can be found in Appendix B at thed eof this analyze, it was clear that we needed to explicitly state which
document. entities other than observables that dewel attributes can refer

Finally, it was readily apparent that we needed to thvelefine

the hierarchy within each of MA E
ambiguity in such characterizations. This is particularly true for

the highlevel tier, where we had questions regarding the accurate

Gain access to JP/ADMINS system32 positioning of the mechanisms that we were bigrthre midlevel

behaviors into. For instance, when referring to a specific

Tiy logon strings: <list> "

against IP/ADMINS/system32 Brute Force: Dictionary attack
I
If successful !

If successful

v
R Instantiate Maliclous Binary on Remote propagation mechanism, such as the one that Conficker.B uses in
shared directory Machine A . . . . . - .
conjunction with Windows File Sharing, it is clear that this
[ ————p — — mechanism belongs hierarchically as a branch off thesrgén
i, e e propagation mechanism. Similarly, armoring and obfuscation may

lie under the umbrella of theelfdefensanechanism.

Consequently, this allowed us to create a very basic grammar 1‘0r6'_2'1'2 Schema .

the lowlevel observable attributes, which we tried to utilize With regards to the schemag dlscqveredhatthe_analyse_s we
consistently throughoutour characterization. This grammar used fo_r our sources could effectively be partltloned into two
consists of an action, the type of object that the action is cate_gorle_s; those that center thorough ana_IyS|s througbverse
performed on, and the specific object which the malware instance€nNdin€ering, and those thaave less detailed analysis and are
performs the action on. For example, Conficker.B patches More focused on detectioBy having the multiple MAEGiers

Wi n d onetapi32.dilto disable therulnerability that it used as a (eveni f .t heyo re h ar dproviding giranpewdrka t e ) ,
vector for successfully inserting itself onto the compromised for connecting thes_e points of view.Thus, MAEC has the
machine. Using our simple grammar, this action would be written pot_entlal to ensure information flow between t_hese two processes,

as: which while being inteconnected, are seldom integrated.

Figure 5: Conficker.B File Sharing Propagation Mechanism

6.2.2 Open Questions
Modify File: \ %system32%netapi32.dll The next few subsections describe several opentignesthat
were the result of our characterization of Conficker.B. Many of

Although we were Ia_rgely successful_ in binning Fhe analysis thege questions are associated with the specific implementation of
information we found into the three defined MAEC tiers, we had \aEC and are discussed further in Section 9.1.

several observations and associated open questions throughout .

this process, as detailed in the following subsections. A more 6.2.2.1 Attributes

thoroughdiscussion on a number of these topics stemming from After we noticed that lovievel malware attributes casonsist of

our Conficker characterization, as well as other MAEC issues andentities other than observables, we also discovered that many

challenges, can be found in Section 9. analyses, especially those that go into considerable depth,
. characterize some form of machine code. Such code can provide
6.2.1 General Observations valuable insight on the internal operation of malware, pasity

The following are general observations on MAEC and its with regards to obfuscation/encryption mechanisms and the like; it
conceptual features ahwere drawn from our characterization of s therefore a useful attribute that has as much utility as other
Conficker.B. Most of these observations relate to the fact that MAEC attributes. However, how to characterize such code is an
MAEC and its elements must ultimately be defined in much
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open question, especially considering that it can hauétiple as those dealing with network reconnaissance, propagation, inser
forms, be of substantial length, and is not enumerable. tion, andcommand & controlMAE CO s u GAPE willo f

Likewise, we found that several Conficker analyses made note ofaIIOW for such behaviors to be d.efmed through an industry
fisideeffecs, © or the consequences oSfandgrg, pttagk pgtterp enumeration, thug ensuring that the
between the malware and its execution environment. suchattacker's perspective in implementing these behaviors is properly
information can be considered a separate observable attribute, an[lepresented.

would clearly be useful for detection, but the question of how to This association will also provide researchis with detailed
include it has yet to be answered, due to its environmental (i.e.information regardinghe behavior's motivation (ificluded in the
platform) dependencies and the general difficulty in acciyrate CAPEC entry). It is conceivable that such infotima could be
correlating such information with malware behavior. One possible utilized by researchers for determining the easrhing intentions
met hod would be to separat e o bfshe malvate huther (by abstractingliipte €4RECS ardsothey f A f i
order 0 a+dd@s e oo waldertsteminting diréctlyr s malware behaviors), as well as by developers dogating
from the execution of the malware, and the seemmigr being software with improved security against malware.

side-effects of execution in a specific environment. 7.2 CEE

6.2.2.2 Schema MAEC will use the event description language provided by

After our characterization of Conficker.B, it was clear that Common Event Expression (CEE)to describe logged events

MAECO0s schema would need s omeassgdated with matihvark activityd Quchl eptries €al be lirfked do

other types of relationships that can exist on their own or betweenspecific malware behaviors and used to determine the presence of

multiple malware attributes. A simple type that we included in our malware.

characterization is the conditional relationship (see Figure 5 in

Section 6.2 for an example). However, how to include these 7.3 CWE

relationships without adding a significant layer of complexity to If it is determined that a malware instance exploits a particular

the schema has yet to be determined and is an open question. ~ software weakness, MAEC will link to its correspuling
Common Weakness Enumeration (C\W&itry. This linkage will

7. Ties to MSM Standards allow for the generation of statistics with regard to the most

As part of MITRE's Making Smirity Measurable (MSM) effoft common types of wealesses being exploited by malware,

MAEC will make use of other relevant MSM standards, where thereby highlighting the areas where better secorignted
appropriate (Figuré, below). coding practices need to be implementedwill also provide an

attribute for use in characterization anctorrelation when a
High-level Taxonomy specific CVE darget€@@fEmalaen 6t being

A 7.4 CVE
CAPEC MAEC will link to the Common Vulnerabilities and Exposures

¢ i i i (CVE)® entry associated with a particular vulnerability exploited
by malware. This will allow users to determine the nature of the

i3 N vulnerability being exploited by the fweare, as well as for
GCE automated fix and patch assessment through -GMEpatible
tools. Likewise, MAEC's link to CVE will substantiate
vulnerabilitybased threats by providing a concrete example of
CEE their exploitation, which will permit the prioritization ebftware
OVAL vulnerability patching and associated threat assessment efforts.
Figure 6: MAEC's Relationship with MSM Standards 7.5 CPE

A number of these standards can be utilized for more accuratelyFor a standardized description of the software and hardware
characterizing malware, especially with regards to standardizedplatforms targeted by mabre, MAEC will make use of the
reporting and assessment of threats and vabilities in the respective  Common Platform Enumeration (CPE) entry
operational  environment However, due to potential assocated with the platforms, permitting the tdmsed
imp|ementation Comp|exities and the Varying levels of maturity of identification of potential victim machines by IT administrators.
these standards, it is likely that only a subset will initially be Linking to CPE will also allow for assessment of the threat that a
referenced by MAEC. Likewise, there exists an overlap in the Malware instance poses twganizationalcomputing resources
namespee of observable data relating to malware, attack patternsbased on thplatforms that it targets

(CAPEC), and logged events (CEE), that maddressedbr these

three standardse interoperable

7.1 CAPEC

MAEC will make use of the Common Attack Pattern Enumeration
and Classification (CAPE@)or describing the relevant attack
patterns associated with the hilgivel malvare taxonomy, such 4 hitn-//cee.mitre.org

5 http://cwe.mitre.org

2 http://makingsecuritymeasurable.mitre.org 8 http://cve.mitre.org
" http://cpe.mitre.org

3 http://capec.mitre.org
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7.6 CCE

The linkage of MAEC to the Common Configuration
Enumeration (CCE) will allow for the description of any of the

Malware Analysis

.lg_ Malware

vulnerabilities associated with malware that are not related to MAEC
software flaws This will allow for the hosbased detection of Schema
specific  configuratiosrelated  vulnerabilities  exploited by TR )

malware, as well as the detection of general configuratsuess ¢ t 3 : ¢
that malware.could potentially exploit. l\./I.AEC‘s link to CCE can

also substantiatnonflaw based vulnerability threats by providing 3 3 ¢ 3

a concrete example of their exploitation, which will permit the

prioritization of configuration vulnerabilitymitigation strategies
and associated threat assessment efforts.

7.7 OVAL Figure 7: Typical Analysis MAEC Usage Scenario

Certain lowlevel malwareattributesmay represent attempts at The analysis of malware using static and dynamic/behavioral
software vulnerability exploitation, meaning that such entries can methods is becoming increasingly important for the purpose of
be linked to corresponding Open Vulnerability Assessment yngerstanding the inner workings of malware. Such information
Language (OVA)- definitions (if in existence). Such a  can pe utilized for malware detection, mitigation, the development
connection would allow for improved malware threat mitigation, of countermeasures, and further analysis. However, the lack of a
by tying in the ability to easily check for the hdwtsed existence  common vocabulary for analysis makes it difficult to compare and
of a vulnerability that is directly associated with a particular jjize the results of analyses performed by different analysts and
malware instance. tools.

Likewise, it can narrow down the potential malware variants
capable of infecting a system by correlating thepatched
vulnerabilities present on a system with those linked to by MAEC
characterizationsSimilarly, it could enhanceemediation by
providing a automated means of checking for any remaining
malware artifacts.

The encompassing attribute enumerations provided by ®AE
containing all possible malware attributes capable of being
characterized through malware analysis, will enable the
convergence of malware analysis results upon a common
vocabulary. Utilization of such a vocabulary for malware analysis
_ should eliminatehe confusion and ambiguity resulting from the
OVAL can also be used to determine malware presence based oise of multiple disparate vocabularies for analysis results.
comparison of multiple scans. A common malware behavior IS 10, y o\ yice  through its highevel taxonomy, MAEC will provide a
patch the particular vulnerability used to exploit a system after f quidi d helpina th vsi BY i .
successfuinfection so that detection o fwayo uqing an es,plp.glteer%i ays{s Process. é?ﬁg‘%’m

o . enume a?lo of?he tﬂ:hanlsm@f halwafe ehgv‘l%ll, will
vulnerability can be used to establish the presence of malware. . - ;
give analysts the ability to search for dmshaviors and lovevel

attributesthat correspond to thesmechanismsas well as to

8. Use Cases easily abstract previously discovered attributes and behaviors in

As a domainspecific language forthe characterization of multiple dimensions

malware MAEC serves to provide a vocabulary and graranfor .
the encoding and decoding of information. It follows that the MAEC clusters could also be utilized as a standard format for use
majority of the use cases for MAEC are motivated by the in the creation of visualizations of malware behayg#]. Such

unambiguous and accurate communication of malware attributesvisualizations would permit clear assessment of the-léwel
that it enables. actions and midevel behaviors performed by malware and

fadlitate natural comparison between two or more malware

While there are a number of ways that MAEGcoded instances.

information can be utilized in some automated form, the majority ) . .

of MAEC's use cases @humaroriented. That iswhile MAEC 8.1.1 Behavioral/Dynamic Analysis Tool Wrapper

will provide a foundational basis and structure for use in Current behavioral analysis tools provide a powerful way of
characterizing malware, we believe that such characterizationscharacterizing malwarectivity through itsobserved behavior.
will be interpreted and utilized by humans more often than by However, there is oftenoncommonality between the output of

machines. such tools, thus making comparison and analysis of data between
8.1 Analvsis U C divergent sandboxes difficult. Likewise,-we&iting such tools so
. nalysis Use Lases that their output coincides with a standard like MAEC would be

As shownbelowin Figure7, MAEC will typically be utilized to unfeasible.
encode the data garnered from malware analysis. In such a
scenario, malware would serve as an input to whataethod of
analysis is being utilized. The results of the analysis would then
be classified using MAECG&6s en
MAEC cluster would be generated for use in transportation and
communication of the new data.

Common Output

8 . P
http://cce.mitre.org Figure 8: Multiple Tool Output to Common Format

® http://oval.mitre.org
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Therefore, for such tools MAEC could be utilized develop a MAEC would allow for queryinghe repository based onultiple
wrapper for standarding the output of any tool in existence tiers of discrete malware attributes, and would provide for
(Figure 8, above)This would ensure data compatibility between individual attributelevel comparisons between multiple malware
divergen tools and facilitate the sharing of behavioral malware instances.

data. . . . .
The aforementioned comparison of discrete malware attributes

Example Scenario through MAEC could also be used as the basis for a malware
Say that a new sample, representing an unknown instance ofimilarity metric. In this manner, MAEC clusters specified for
malware, is submitted to a sandbox for behavioral analysis. Themultiple malware instances could be compared, and a similarity
sandbox reports the analysis results in its own foriat also score calalated based on the number of shared attributes at each
supports the use of MAEC for standardized output. Using the of the three levels of abstraction.

output of this MAEGCbased wrapper, an analyst is able to Finall i ati t wish to directl N h
compare the data generated with characterizations of previous inafly, organizations may not wish to directly export or share

malware instances performed on different sandboxes. This permitstheIr malware repositories, bobuld insteadallow the execution

the analyst to establish that this is actually a slightly modified of search queries agalnst themAE/C could b(.% used in thlse}ge
variant of a previously observed malware family. to map.betwegn reposnorymdependent quess and .specmc
repositoies This would permit the execution of a single query
8.1.2 Malware Repositaes against multiple repositories whose schemas imaye little in
Malware repositories oriented towards analysis often have verycommon The support of such federategueries is another
specific needs that require the use of a highly cugarschema.  important aspect of malware dataning that MAEC would
This entails that sharing or exporting data from a repository €nable.
defined by such a schema would be very difficult without the Example Scenario

existence of a standardized system for the conversion of this data]:Or example, imagine searching a large unstructured repository

into a common format. . . .
for all malware that propagates via spammed infected emalil
<< messages by using the keyword tektSMTP." The results from

e o : such a query would include some relevant data relating to
%\A\@f T[> MAEC — p malware that does in fact use such a propagation mechanism, but
RN (Y & ‘

Malware Repository

could also have information about malware that connects to
SMTP servers, attacks SMTP servers, or wagiraally received
in an email message, just to name a few.

Figure 9: Repository Data Sharing Through MAEC

N If the schema of the aforementigned repository were to be mapped
g/ilAiincro ohemas. rt]ilii 3 n malware Ir : it ?i 5. This wo c|jd to 'MAEC, dlléhfing hd gepog?toer)} ﬁiﬁge He Matigined
£ Sﬁ't taﬂfc eh as u f € Ivsi a fae Eposto eg._ d$ out category of (for example) "Propagation Vector: Email/SMTP"
raC' ! ailteri N Ei arrlnglg agla fillf \I/Ci ormtr; lon store f :GAEISCp?r:a € would retrieve thelesired information, with completely accurate
epositories (Figure 10, abgvd.ikewise, the usage o results. While this is a very simple query, it demonstrates the

malwar_e reposnorles_ would permit |mpr0ved detining due its significant data mining capabilities provided by the usage of a
structuring and labeling of malware attributes. domainspecific formal language

8.1.2.1 Improved Datamining

Most current malware repository schemas are typically structured
with little regard to e information contained inside malware
analysis reports, with the entire report often being contained in a
single text field inside the database. As such, it is usually possible
only to do a string or regular expression based search for
information that $ highly specific to a single malware instance,
such as the name of a file that it drops upon insertitmvever,
even such relatively simplistiqueriesare not possible across
multiple repositories due to their divergent schemas.

8.1.3 Objective Criteria for Tool Assessments

MA E C ¢png of malware based ahiscernablattributes can be
utilized as objective criteria for use in the assessment of anti
malware tools. In this sense, a tool would be assessed on the basis
of its support in detecting all of the attributes associated with a
particular malware type. A tool that cannot detect certain MAEC
defined attributes associated with a particular malware type can
miss any malware that contain such attributes, and therefore
cannot objectively be defined as capable of detecting that fype o
malware.

8.2 Operational Use Cases

In the operatinal domainthreat analysis, intrusion detection, and

nincident managemerstre processes that deal with all manners of
cyber threatsMAEC, through itsuniform encoding of malware

¢ attributeswill provide a sandardized format for the incorporation

of actionable information regarding malware in these processes

Accordingly, the successfuhtegrationof such a standard in the

operational environmentFigure 10, belowwill facilitate more

By mapping a malware repository schema directly to MAEC's accurate anénhancednalware triage, detection, and response.

schema, any mbiguity between malware features and

corresponding search queries could be eliminated. Since MAEC

incorporates lowevel attributes, as well as mid and higivel

behaviors, the integration of a malware repository schema with

This makes it very dif€ult to make any meaningful comparison
between two malware instances, as there is only one field with a
large number of varied and natructured information to use in

becomes even more prafiod, since the signab-noise ratio of
simple textbased queries inevitably drops with a larger number o
malware samples and their corresponding analysis information in
the database.
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