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Why Do We Need to Develop Standards for
Lots of products

Malware?
Multiple layers of protection a Jp—
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Correlate, Integrate, Automate

XZ

~ %@3‘

Detection

Vulnerabilities

Response
Platforms
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Previous Efforts to Bring Order to

Attacked the problem through namlng
and identifier schemes:

CARO e e
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CARO Naming Scheme

Created in 1991
Not an official standard

Based on encoding attributes as part of the name

Type

Platform

Family

Group

Length

Variant

Modifiers

Vendors have differing implementations
W32/MyWife.d @MM!M24
W32.Blackmal.E@mm

MITRE e
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Common"
Malware
Enumeration

" Reducing Public Confusion During Malware Outbreaks

Q

.

Goals
Decrease public confusion during major malware events

Improve communication between antivirus and security
products vendors and users

Create a neutral, shared referencing capability for malware
threats

Approach
Unique, common identifier for prevalent malware threats

Sample-based process
AV Vendors submitted samples
CME Board decided when to assign new IDs
CME Team created mapping between vendor names and IDs

Page 6
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CME Timeline

Oct 2004

Initial discussions at
VB Conference

Nov 2004

Manual test of ID

W oz@ad

| I CHE Submision Sevves. View Roquests szt

o] & -

LB 8

PSP ———-

LT —
(R ESr | 054205 A 51 FETRACTED

<=8

Jan 2005

Preliminary Editorial
Board established

Feb 2005

assignment process

MITRE

Submission Server

b Comtan absses Evtrt e (CHE) b

Scope of CME Implementation

R T T

ad, the CME

s during

Oct 2005

Public
announcement and
website

Jan 2007

39 CME IDs
assigned
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CME Community

W cevmE—

—

Editorial
Board

Represent AV
industry perspective

Helped bring the
CME concept to
maturity

MITRE

Sample
Redistribution
Group
Organizations with

access to malware
samples

Submit malware
samples for CME
identifier assignment

Adopters

Organizations that
use CME identifiers
in their products

Do not have access
to the malware
sample

—

Technical Feedback
Group

Antivirus product user
representatives from
industry, government , and
academia

Provide user and incident
responder needs for CME
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The Malware Threat Changed

Rise of New Threats
Symantec Global Internet Security Threat Report, Volume XllI, 4/2008

550,000 —
499,811
500,000 —

450,000

Criminal activity for financial
gain remains the driver for the

400,000

350,000

300,000

Mumber of new threats

massive increase in Internet
200,000
threats.
100,000 74,482

A a2523 48226 349 50761 iMal ware Sets ReR®Wodd December Q008 0
i o v :

Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec Jan-Jun Jul-Dec
2002 2003 2003 2004 2004 2005 2005 2006 2006 2007 2007

Attackers have shifted away from mass
distribution of a small number of threats to
micro distribution of large families of
threats. These new strains of malware
consist of millions of distinct threats that
mutate as they spread rapidly.

ATop Security Trends of 2008 and What to Watch for in 20090,
Symantec, Information Systems Security

MITRE
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Leading to a Malware Paradigm Shift

Increased Obfuscation & Armoring
Polymorphism
Metamorphism
Packing
Encryption

Physical signatures falling by the wayside

New AV Detection Methods
Based on heuristics
CMEOG s s-bam@dlagproach no longer made sense

Page 10
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DHS/DoD/NIST SWA Forum Malware
Working Group

Stood up in 2007 to address concerns of potentially
malicious code throughout the system lifecycle

Goal: Develop a consensus on software that behaves in
potentially malicious ways, to

Facilitate detection

Enable users to make informed decisions

Is this software legitimate? Even so, is it appropriate for my
environment?

Co-chairs
Ari Schwartz, Anti-Spyware Coalition
Penny Chase, MITRE

MITRE e
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Working Group Approach

Develop a consistent language of malware
attributes and behaviors

Consider multiple dimensions
Leverage previous work
Anti-Spyware Coalition (ASC)

Definitions
Risk model
Community
Common Malware Enumeration (CME)

Profile
Community

Ensure connections with related initiatives
CVE, CWE, CAPEC, CEE, OVAL, etc.

Page 12
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Malware Attribute Enumeration and
Characterization (MAEC)

Formal language for characterizing malware

Two core components
Enumerated elements (vocabulary)
Schema (grammar)

Multiple levels of abstraction
Focus on attributes and behaviors, not

Intent
Malware families

Page 13
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I
Why Focus on Attributes and Behaviors? ()

Malware with the same attributes and behaviors can be
grouped together

Page 14
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I
Why Focus on Attributes and Behaviors? (ll)

Distinct Attributes / Behaviors

- -

Common Attributes / Behaviors

Describe variants in terms of small differences in attributes
and behaviors

Page 15
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I
Why Focus on Attributes and Behaviors? (lll)

Command and
Control

Propagation

Persistence

Facilitates describing blended threats

Page 16
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I
Why Focus on Attributes and Behaviors? (1V)

Mitigates challenges posed by armoring, obfuscation, and
polymorphism

Page 17
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MAEC High-level Overview

Core Components

Enumerations
High-level Taxonomy

Schema
Namespaces

Mid-level Behaviors Relationships

Low-level Observables Properties

Metadata

(Vocabulary) (Grammar)

Secondary Component

<attribute 1>
</attribute 1>

<attribute 2>
</attribute 2>

(Standard Output Format)

Page 18
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MAECOs Enumerated EIlI emen

Self-Defense High-level Taxonomy

A A

Mid-level Behaviors

restart at reboot T T T T

Registry key X set B o level Observables $—
to value Y

Malware will

Page 19
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L ow-level Observables

System state changes that
can pinpoint malware activity &

[ Detectioninfo |
* Filename: o inacdtempili@ch2adddc 67 fddeac o4 o6 493ckE1 0f kin.

R e g i S t ry K eyS * Sandbox name: VW32 Smaltro] MHLZ dropper .
* Compressed: MO,
* Signature name: NO_VIRLUE
. *TLS hooks: MO,

F I | eS * Executable type: Spplication.
* Executable file structure: Ok
* Filetype: PE_IZEE.

- - [ General infarmation |

Network Activity *Disley messae box 01
* File length: 12942335 bytes.
[ Changes to filesystem |
* Creates directory C

M u tex eS * Creates directory CHHOARDOWVYS .
* Creates directory C:UAMDCWEITEMP.
* Creates directory CHUAMDOWSATEMP R arSFED,

P r‘ O C eS S eS * Creates file COMMNDOWETEMPRarSFXD__tmp_rar_sfx_access_check_S5378930.
* Deletes file _tmp_rar_sfx_access_check_55378930.
* Creates file COMMDOWETEMPIRarSFXN2 xe.
* Creates file CNAMMDOWETEMPIRarSFR00 vhe,

Et C * Creates file CMMNDCWSETEMPIRErSFRON axe.

- * Deletes file C:AMNDOWVSITEMPRar SFAO.
[ Processivindow information ]
*Creates o disloghox with caption "AWnRAR a3 B E T ie",
L eV e r ag e * Buttons found in dialoghbos: i 02[278 173" eS8 i [211 225] B Scs" 2276 223 wdBuBa" .
* Creates a window with name "
* Presszing button with id 1 ™.
. *Button id 1 is changing text to "swed".

C M E P r O f I I e * Pressing button with id 1 "swed".
[ Signsture Scanning ]
& CUAIRDOWSTEMP Rar SF X002 exe (707154 bytes) W325Smaltral MHLZ.
S AMDOWETEMPR:ar SF ROV vhas (98 bytes) : no signature detection.

I E E E I n d u St ry CO n n ect I 0 n S * CUMIRDCWETEMPRar SEAO exe (1724061 bytes) : Malware FZCA dropper.
Security Group Malware
Group

Others ???

Page 20

MITRE

© 2009 The MITRE Corporation. All rights reserved.



Mid-level Behaviors

Rationales for low-level observables
E.g.,
What is the purpose of an inserted registry key?
Why were several UDP packets sent?
Why was this file created?

Useful for analysis & heuristic detection
Links observables to high level behaviors
Useful for describing mal ware aut h

Page 21
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High-level Taxonomy

v High-level behaviors and
characteristics

I Group together lower level
behaviors and attributes

I Guides analysis
yvHel ps ensure there
v Leads to comprehensive reports

I Provides multiple views into
malware

\ Leverage

I SANS Internet Storm Center
Categories of Malware Traits

I CAPEC
I ASC
I Others ???

MITRE
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Metadata

Relevant non-observable attributes or information about
attributes

Common metadata entities
Hashes (MD5, SHA1)
Time first observed
Etc.

Attribute-oriented metadata
Insertion transparency
Dependence of insertion mechanism on user interaction
Etc.

Page 23

MITRE

© 2009 The MITRE Corporation. All rights reserved.



MAECOGs Sche

Defines the syntax for the
enumeration elements

Provide an interchange format

Use standard technologies
XML

RDF and other Semantic Web
technologies?

MITRE

ma

<hehavior id=1-
¢levelmide/ levels
{LypErreronnaissances/ types
csubtyperkeyboardChecks/ aubtypesr
<attributess
<languageChecked: language : wkrainian</ languageChecked:
<guccessConditionrexecution: atop</successConditions
¢failureConditionrexecution: continue</failureCondition:
</attributes:
</hehavior:

<hehavior id=2x
¢levelrlows/ levels
<typercreationd/typer
<aubtypermutex</ aubtyper
<attributes:>
<variableStringCreateds:"Globallsu-su™/variableStringCreateds
<variablex"su</variabler
<variahletyperdatatype:decimal</varisbletypes
¢fattributes:
</hehavior:

(Sample MAEC Cluster)

Page 24
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The MAEC Cluster

v MAEC-encoded set of attributes for instances of malware
v/ Standardized form of MAEC output

I XML
v Can be used to define specific behavioral subsets, etc.

4 )

<behavior 1>
</behavior 1>

<behavior 2>
</behavior 2>

<behavior 3>
</behavior 3>

- J
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Typical MAEC Usage Scenario

Malware

MAEC
Schema
-0

N

Mid-level Behaviors > = 4

11t
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Download URL

Example

Network Activity

Data posted tg URLs

COM

Lbadidad
Lpad Loafoad
oad bad
Load
. Load
DLL-Handling =
Load
Load Load
Load
fad Load
oad
Load
(i Load

Create Mfitex Load [Loathad

Destroy Window

<Create Mutex

Destxoy Window

Create Mutex

Page 27
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Example (Il)

< http://200.185.126.112/javas. exe (projectnew2008 web21.13 k8. com. br)>

Low: Download URL —> \Mid: Get Payload =———

Network Activity

Low: Data pdsted to URLs —_—> Mid: Request Data

< http://200.185.126.112/wab.php (prq:rjectllewl(}(}ﬂ.webll.ﬂ.l»:ﬂ.cmu.br))
High: Command & Control

Page 28
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MAECOS

— CAPEC

TI es t

High-level Taxonomy

Mid-level Behaviors

TT TT

O

A

CPE

Low-level Observables

MI TREO s

Metadata

Making

OVAL Security
Measurable~
Page 29
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MAEC Use Cases (I)

Uniform Malware Reporting Format
Uniform vocabulary - MAEC Enumerations
Uniform structure - MAEC Schema/MAEC Cluster
Multiple benefits and uses
Reduce ambiguity & confusion
Ensure report compatibility
Facilitate integration of multiple reports

Page 30
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MAEC Use Cases (ll)

Malware Detection
Based on characterized attributes and behaviors
Host-based detection

Low-level attributes (files, registry entries, etc.)
Tool-based detection : OVAL Entries

Patterns of mid-level behaviors - heuristics
Network-based detection

Incoming & outgoing traffic

Linkage of traffic to behaviors
Detection based on shared attributes

Permits detection of new, unknown malware

Known Unknown
Malware Malware
Shared Attributes
MITRE e
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MAEC Use Cases (lll)

Malware Threat Assessment
Threat assessment based on MSM links
CPE T targeted platform
CVE i targeted vulnerability
CCE 1 targeted configuration weakness
OVAL i check for presence of vulnerability

MAECOs mi d -laval attributeg Will provide information
on the potential damage caused by malware

Together, this will facilitate prioritization of malware detection
& mitigation efforts

Malware threat scoring system

Page 32
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MAEC Use Cases (IV)

Malware Analysis

Standardization of analysis results
Common vocabulary i MAEC enumerations
No uniform reporting possible without it
Facilitate data sharing between researchers
Intermediate format for analysis
Mapping tool output to common format

Behavioral/Dynamic analysis

ATaggingo reports with MAEC
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